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Abstract: 

In much utilization of remote sensor systems (WSNs), hubs go about as information sources and forward estimations to a focal 

base station (BS) that may likewise perform arrange administration undertakings. The ceaseless stream of parcels towards the 

base station empowers the foe to examine the activity and reveal the base station position. In order to prevent the base station we 

have implemented a cluster based system which uses LEACH approach and data aggregation in Wi-Fi networks. 
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I. INTRODUCTION 

A computer network or data network is a telecommunications 

network which allows nodes to share resources. In computer 

networks, networked computing devices exchange data with 

each other using a data link. The connections between nodes 

are established using either cable media or wireless media. 

The best-known computer network is the Internet.Network 

computer devices that originate, route and terminate the data 

are called network nodes. Nodes can include hosts such 

as personal computers, phones, servers as well as networking 

hardware. Two such devices can be said to be networked 

together when one device is able to exchange information with 

the other device, whether or not they have a direct connection 

to each other.Computer networks differ in the transmission 

medium used to carry their signals, communications 

protocols to organize network traffic, the network's 

size, topology and organizational intent.Computer networks 

support an enormous number of applications and services such 

as access to the World Wide Web, digital video, digital audio, 

shared use of application and storage servers, printers, and fax 

machines, and use of email and instant messaging applications 

as well as many others. In most cases, application-specific 

communications protocols are layered (i.e. carried as payload) 

over other more general communications protocols. This 

formidable collection of information technology requires 

skilled network management to keep it all running reliably.In 

communication security is of at most care and any network the 

service provider must ensure proper security before 

establishing any communication, if  security is neglected it 

may lead the entire network down and in serious cases it may 

lead to the loss of confidential information of an individual or 

an organization or any government offices. Attack on network 

can be a threat to either an individual or an organization 

too.We see a number of attacks on networks and other 

communication services are increasing day-by-day with 

respect to increase in people using technology which leads to 

the growth of huge data called big data. 

Some network attacks are passive, meaning information is 

monitored; others are active, meaning the information is 

altered with intent to corrupt or destroy the data or the network 

itself. Some popular network attacks are as follows 

Eavesdropping: In general, the majority of network 

communications occur in an unsecured or "clear text" format, 

which allows an attacker who has gained access to data paths 

in your network to "listen in" or interpret (read) the traffic. 

When an attacker is eavesdropping on your communications, 

it is referred to as sniffing or snooping. The ability of an 

eavesdropper to monitor the network is generally the biggest 

security problem that administrators face in an enterprise. 

Without strong encryption services that are based on 

cryptography, your data can be read by others as it traverses 

the network. 

Data Modification: After an attacker has read your data, the 

next logical step is to alter it. An attacker can modify the data 

in the packet without the knowledge of the sender or receiver. 

Even if you do not require confidentiality for all 

communications, you do not want any of your messages to be 

modified in transit. For example, if you are exchanging 

purchase requisitions, you do not want the items, amounts, or 

billing information to be modified. 

Identity Spoofing (IP Address Spoofing):Most networks and 

operating systems use the IP address of a computer to identify 

a valid entity. In certain cases, it is possible for an IP address 

to be falsely assumed— identity spoofing. An attacker might 

also use special programs to construct IP packets that appear 

to originate from valid addresses inside the corporate 

intranet.After gaining access to the network with a valid IP 

address, the attacker can modify, reroute, or delete your data. 

The attacker can also conduct other types of attacks, as 

described in the following sections. 

Password-Based Attacks: A common denominator of most 

operating system and network security plans is password-

based access control. This means your access rights to a 

computer and network resources are determined by who you 

are, that is, your user name and your password.Older 

applications do not always protect identity information as it is 

passed through the network for validation. This might allow 

an eavesdropper to gain access to the network by posing as a 

valid user.When an attacker finds a valid user account, the 

attacker has the same rights as the real user. Therefore, if the 

user has administrator-level rights, the attacker also can create 

accounts for subsequent access at a later time.After gaining 
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access to your network with a valid account, an attacker can 

do any of the following: 

 1. Obtain lists of valid user and computer names and network 

information. 

2. Modify server and network configurations, including access 

controls and routing tables. 

3. Modify, reroute, or delete your data. 

Denial-of-Service Attack: Unlike a password-based attack, the 

denial-of-service attack prevents normal use of your computer 

or network by valid users.After gaining access to your 

network, the attacker can do any of the following:  

 

1.Randomize the attention of your internal Information 

Systems staff so that they do not see the intrusion 

immediately, which allows the attacker to make more attacks 

during the diversion. 

2. Send invalid data to applications or network services, which 

causes abnormal termination or behavior of the applications or 

services. 

3. Flood a computer or the entire network with traffic until a 

shutdown occurs because of the overload. 

4. Block traffic, which results in a loss of access to network 

resources by authorized users. 

 

Man-in-the-Middle Attack: As the name indicates, a man-in-

the-middle attack occurs when someone between you and the 

person with whom you are communicating is actively 

monitoring, capturing, and controlling your communication 

transparently. For example, the attacker can re-route a data 

exchange. When computers are communicating at low levels 

of the network layer, the computers might not be able to 

determine with whom they are exchanging data.Man-in-the-

middle attacks are like someone assuming your identity in 

order to read your message. The person on the other end might 

believe it is you because the attacker might be actively 

replying as you to keep the exchange going and gain more 

information. This attack is capable of the same damage as an 

application-layer attack, described later in this section. 

Compromised-Key Attack: A key is a secret code or number 

necessary to interpret secured information. Although obtaining 

a key is a difficult and resource-intensive process for an 

attacker, it is possible. After an attacker obtains a key, that key 

is referred to as a compromised key.An attacker uses the 

compromised key to gain access to a secured communication 

without the sender or receiver being aware of the attack. With 

the compromised key, the attacker can decrypt or modify data, 

and try to use the compromised key to compute additional 

keys, which might allow the attacker access to other secured 

communications. 

 

Sniffer Attack: A sniffer is an application or device that can 

read, monitor, and capture network data exchanges and read 

network packets. If the packets are not encrypted, a sniffer 

provides a full view of the data inside the packet. Even 

encapsulated (tunneled) packets can be broken open and read 

unless they are encrypted and the attacker does not have 

access to the key.Using a sniffer, an attacker can do any of the 

following:  

1.Analyze your network and gain information to eventually 

cause your network to crash or to become corrupted. 

2. Read your communications. 

Application-Layer Attack: An application-layer attack targets 

application servers by deliberately causing a fault in a server's 

operating system or applications. This results in the attacker 

gaining the ability to bypass normal access controls. The 

attacker takes advantage of this situation, gaining control of 

your application, system, or network, and can do any of the 

following:  

1. Read, add, delete, or modify your data or operating system. 

2. Introduce a virus program that uses your computers and 

software applications to copy viruses throughout your 

network. 

3.Introduce a sniffer program to analyze your network and 

gain information that can eventually be used to crash or to 

corrupt your systems and network. 

4. Abnormally terminate your data applications or operating 

systems. 

5. Disable other security controls to enable future attacks. 

In any network before attempting an attack the attacker will 

analyze the network by identifying the base station. The BS 

acts as a sink which collects the data, processes them and 

interfaces the WSN to remote users. The unique role of the BS 

in the WSN attracts adversary’s attention since the BS can be 

a single point of failure. Anonymity of the BS refers to hiding 

its location, role, and ID from adversaries. Sustaining the BS 

anonymity is thus of utmost importance for averting 

adversaries attacks and maintaining a robust network 

operation. Basically, the BS should be undistinguishable from 

other nodes in the network. Quite a few techniques have been 

introduced to counter the network traffic analysis attack and 

increase the anonymity of the BS. The basic idea of these 

techniques is to make it difficult for the adversary to 

successfully correlate all collected evidences in order to keep 

the BS unidentifiable from other sensor nodes in the WSN. 

A wireless sensor network (WSN) is a wireless network 

consisting of spatially distributed autonomous devices using 

sensors to monitor physical or environmental conditions.  

In this paper we aim to increase the BS anonymity by using 

the LEACH approach .The traffic pattern which normally 

points out the BS, to another pattern that implicates different 

nodes in the network. The idea is to introduce fake sinks with 

the same or higher volume of incoming traffic than the BS. To 

create such a pattern, we create clusters of nodes, some nodes 

are designated as deceptive relays to deceptive packet flows 

from the data routes and create redundant traffic toward the 

fake sinks. The created fake traffic introduces hotspots in the 

network contributing to misleading the adversary that the BS 

is in these spots. Few nodes in the data path may be chosen as 

a deceptive relay aiming to achieve the highest level of 

anonymity and also to balance the load. The number and 

position of the fake sinks are carefully picked to strike a 

balance between the anonymity and network lifetime goals. 

Our traffic morphing through routing to fake sinks and the use 

of LEACH(low energy adaptive clustering hierarchy)approach 

applies a heuristic based on the cluster based topology and 

anonymity to determine fake sinks and form a dynamic load 

balancing tree (DLBT)which in turn uses DFS and BFS 

approach for each of these sinks in order to avoid burdening a 

subset of nodes with the excessive overhead, enable adapting 

the faked traffic to changes in node state and prevent the 

adversary from identifying the deceptive relays. The rest of 

the paper is organized as follows. Section II describes the 

literature survey. Section III summarizes proposed work. 

Section IV describessystem architecture& the approach in 

detail. Section V describes implementation of approach. 

Section VI concludes the paper, and Section VIIlists 

thereferences. 
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II. LITERATURE SURVEY 

 

In recent years, concealing the ID, role and location of nodes 

has attracted lots of attention in the realm of WSNs and a 

variety of approaches have been proposed for sustaining node  

Anonymity. Existing work can be classified into source 

anonymity and BS anonymity [1] [5]. Given the contribution 

of this paper, we focus on the BS anonymity.Many of the 

published techniques to counter the threat of traffic analysis in 

WSNs have focused on concealing the location of data sources 

[3] [4]. The use of fake sinks and deceptive relay nodes has 

been pursued as means for boosting the location privacy of the 

BS [7-8]. In [7], simulation is used to explore the effect of 

fake sinks; yet no algorithm was proposed to determine how 

many, where they are to be and how to route traffic to them. 

Ying et al. [8] proposed an algorithm to determine the location 

of the fake sinks aiming to minimize the total traffic load in 

the network. However, the fact that the routing topology as 

well as the first fake sink are picked randomly cannot 

guarantee that the selected set of fake sinks minimizes the 

traffic load in the network. Additionally, nodes are assumed to 

be deployed on a grid topology, with the distance between two 

neighboring nodes on the grid equals the communication 

range of the nodes. Obviously such an assumption limits the 

applicability of the algorithm. MoRF address the identification 

of the fake sinks; yet only MoRF factors in the traffic load by 

probabilistically generating deceptive packets towards the fake 

sinks such that the traffic is well distributed across the 

network. While MSI [multiple sink illusion] applies MoRF’s 

heuristic to determine the fake sinks, unlike MoRF, MSI 

deterministically identifies deceptive relay nodes and defines 

their deceptive packet generation rate in order to turn the 

vicinity of the fake sinks into hotspots without a significant 

impact on the network’s performance. 

 

III. PROPOSED METHODOLOGY 

 

The idea is to form a cluster-mesh topology where the BS acts 

as one of the cluster-heads shown in fig (a). Clustering is a 

popular methodology for supporting scalability and extending 

the WSN’s lifetime by grouping sensor nodes and electing a 

cluster head (CH) for each group. Each CH collects the data 

from its cluster members (CMs) and forwards the aggregated 

data to the BS over an inter-CH dissemination tree [3]. Unlike 

published techniques we form a mesh on the level of CHs and 

BS rather than a tree. A CH receives data packets from its CMs 

in its cluster (Intra-cluster communication) and generates a 

single packet of an aggregated packet payload and multicasts 

the aggregated packet to its neighbor CHs (Inter-cluster 

communication) on the cluster mesh. The aggregated packet 

will be then disseminated to all CHs and BS on the mesh until 

the BS receives it. Furthermore, the BS participates in the 

clustering procedures so that it appears as one of the CHs rather 

than the sink of all traffic. The effectiveness of our technique 

for forming cluster-mesh topology to boost BS’s anonymity 

(CMBA) is validated through simulation and is shown to 

outperform competing schemes in terms of the achieved level 

of anonymity and imposed overhead. 

We intend to build the BS secrecy by transforming the 

movement design which typically calls attention to the BS, to 

another example that ensnares diverse hubs in the system. The 

thought is to present fake sinks with the same or higher 

volume of approaching movement than the BS. To make such 

an example, a few hubs are assigned as beguiling transfers to 

de-connect bundle streams from the information courses and 

make excess activity toward the fake sinks.  

The made fake movement presents hotspots in the system 

adding to deluding the enemy that the BS. Each hub in the 

information way might be picked as a beguiling hand-off 

meaning to accomplish the largest amount of secrecy and 

furthermore to adjust the heap. Our activity transforming 

through steering to fake sinks LEACH approach applies a 

heuristic in view of the system topology and namelessness to 

decide fake sinks and frame a dynamic load adjusting tree 

(DLBT) for each of these sinks keeping in mind the end goal 

to abstain from troubling a subset of hubs with the 

unnecessary overhead, empower adjusting the faked 

movement to changes in hub state and keep the enemy from 

distinguishing the beguiling transfers. The reproduction comes 

about affirm the adequacy of MORF. 

 

IV. SYSTEM ARCHITECTURE 

 

 
 

A. ATTACKER PROFILES  

There are three attacker profiles with respect to the attack that 

takes place in the network. 

1. BANDWITH 

2. DISTANCE 

3. ENERGY 

B. LEACH 

the first hierarchical cluster-based routing protocol for 

wireless sensor network which partitions the nodes into 

clusters, in each cluster a dedicated node with extra privileges 

called Cluster Head (CH) is responsible for creating and 

manipulating a TDMA (Time division multiple access) 

schedule and sending aggregated data from nodes to the BS 

where these data is needed using CDMA (Code division 

multiple access). Remaining nodes are cluster members [8]. 

Architecture of LEACH The operation of LEACH protocol 

is broken into rounds. Each round begins with setup phase, 

during which clusters formation takes place and steady phase 

during which data is being transferred to base station. Steady 

phase is usually longer than set up phase. Initially at the 

beginning of each round, each node decides whether it has to 

be CH or not. The node which decides to be cluster head sends 

a message. All other nodes other than the CH will keep their 

receiver on and decide to which CH they need to join [3]. 

Every node selects a cluster head which is close to it. All 

nodes send messages to their respective cluster heads. The CH 

based on the number of requesting node creates a proper 

TDMA schedule for all the nodes. Only during their respective 

schedules nodes interact with the CH, else the nodes will go to 

sleep mode. The cluster heads obtains data from all nodes in 

its cluster, further aggregates the data and finally sends it to 
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the base station. The phase after the schedule has been 

announced, is called the steady phase and phase before 

schedule is announced, is referred as setup phase. After the 

steady phase next round start Each node independent of other 

nodes decides whether it will selected as a CH or not. This 

decision made takes into account when the node served as a 

CH for the last time (the node that has not been a CH for long 

time has more probability to elect itself than nodes that has 

been a CH recently) [6]. In the following advertisement phase, 

the CHs inform their neighborhood with an advertisement 

packet that they become CHs. Non-CH nodes pick the 

advertisement packet with the strongest received signal 

strength. In the next cluster setup phase, the member nodes 

inform the CH that they become a member to that cluster with 

"join packet" contains their IDs using CSMA. After the 

cluster-setup sub phase, the CH knows the number of member 

nodes and their IDs [6]. Based on all messages received within 

the cluster, the CH creates a TDMA schedule, pick a CSMA 

code randomly, and broadcast the TDMA table to cluster 

members. After that steady-state phase begins. 

C. INTRUDER PROFILING ALGORITHM 

NE-node energy 

NV-network bandwidth 

ND-node distance 

TE-threshold energy 

TB-thresholdbandwidth 

TD-threshold distance 

 

Step1- collect the initial network set up parameters 

 

Step2- perform a ping application in the network to collect the 

neighbor details. 

 

Step-3 run the leach algorithm to perform energy efficient 

clustering 

 

Step4- obtain the parameters such as cluster energy, 

bandwidth, intra-cluster distance and inter-cluster distance, 

 

Step-5 calculate the average thresholds in the parameters and 

assign a individual threshold value for each of the parameters 

described above namely TE,TDand TB 

 

Step6- obtain the node remaining energy the transmission 

remaining energy and distance between cluster head and 

individual node for each round of the cluster algorithm. 

 

Step7- if the node energy obtained NE>TE 

 Or 

The network bandwidth obtained NB<TB  

                                                                                       Or  

the node distance obtained                 ND>TD  

Addthe node obtained to the list of attackers 

Step8- repeat step 7 for each round of the clustering algorithm 

Step 9- obtain the list of profiled attacker nodes 

 

Fake sink generator algorithm 

 

Step1- run a ping application to collect the list of neighbor 

nodes 

 

Step2- perform a BFS traversal on the neighboring list of 

nodes 

 

Step3- obtain the energy bandwidth and distance of each of 

the nodes in each level of the traversal algorithm 

 

Step4- collects the list of attack nodes from the attacker 

profiling algorithm 

 

Step5- perform the DFS traversal on the attacking profile 

nodes 

 

Step6- create a ping application to generate fake echo signals 

running between the cluster head and attacking node 

 

Step7- repeat the steps for each round of the cluster 

 

Step8- calculating the fake signal rate and packet loss 

 

Step9- reform the cluster excluding the attacker. 

 

V. EXPERIMENTAL ANALYSIS 

We have builtWi-Fi model for network which have 30 nodes 

with various clusters. For simulation and testing we took NS3 

as simulation tool. NS3 works with real form network so that 

the results can be extracted to real Wi-Fi network. The 

network is basically formed with the help of Wi-Fimodel 

implemented on NS3. The network contain some nodes 

created and some access points as well as some stationary 

alive and dead nodes. We have set the range of Wi-Fi network 

to about 200mts.  

 

Basically NS3 will have a node container class on top of 

which we will place the network device on which we set up 

the communication channel that is Wi-Fi is the particular case 

then we set up the application degree with the algorithm 

together written into bin controlling code to be with base 

nodes set up of Wi-Fi. Our network containing 30 nodes and 

range as 200 meter with in which the nodes communicate with 

each other in the network. The fig below shows the 

arrangement of nodes in a network. 

 

 
 

Fig 1. arrangement of nodes in a network 

 

LEACH is the first network protocol that uses hierarchical 

routing for wireless sensor networks to increase the life time 

of network. All the nodes in a network organize themselves 

into local clusters, with one node acting as the cluster head. 

All non-cluster-head nodes transmit their data to the cluster-

head, while the cluster-head node receive data from all the 

cluster members, perform signal processing functions on the 

data (e.g., data aggregation), and transmit data to the remote 

base station. Therefore, being a cluster-head node is much 
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more energy-intensive than being a non-cluster-head node. 

Thus, when a cluster-head node dies all the nodes that belong 

to the cluster lose communication ability [6] [8]. LEACH 

incorporates randomized rotation of the high-energy cluster-

head position such that it rotates among the sensors in order to 

avoid draining the battery of any one sensor in the network 

[5]. In this way, the energy load associated with being a 

cluster-head is evenly distributed among the nodes. Since the 

cluster-head node knows all the cluster members, it can create 

a TDMA schedule that tells each node exactly when to 

transmit its data. In addition, using a TDMA schedule for data 

transfer prevents intra-cluster collisions. 

 
Fig 2 nodes interacting after implementing leach algorithm 

 

Intruder profiling algorithm is implemented in order to prevent 

network from intruder. First we collect the network setup 

parameters. After collecting parameters we ping an application 

which collects all the details about the neighboring nodes in a 

network. We run the leach algorithm to perform energy 

efficient clustering. We obtain parameters with respect to 

clusters namely cluster energy, cluster bandwidth, intra-cluster 

and inter cluster distance. Wethen calculate the average 

thresholds in the parameters and assign an individual threshold 

value for each of the parameters namely Threshold-Energy, 

Threshold-Distance, and Threshold-Bandwidth. Now we can 

obtain the node remaining energy the transmission remaining 

energy and distance between cluster head and individual node 

for each round of the cluster algorithm. 

Check if the node energy obtained is greater than threshold 

energy i.e. NE>TE or if the node bandwidth is less than 

threshold bandwidth i.e. NB<TB or node distance is greater 

than threshold distance i.e. ND>TD; if any of these conditions 

are true then add the node to the list of attackers. Repeat the 

comparison between the parameter and keep the attacker list 

updated.  

 
Fig 3. cluster with attacker  

Fake node generation algorithm is implemented to generate 

fake signals to mislead the intruder. This is done by first 

running a ping application to collect the list of neighbor nodes 

We then perform a breadth first search(BFS) traversal on the 

neighboring list of nodes and then we obtain the energy 

bandwidth and distance of each of the nodes in each level of 

the traversal algorithm now collect the list of attack nodes 

from the attacker profiling algorithm and perform the depth 

first search traversal on the attacking profile nodes 

Again create a ping application to generate fake echo signals 

running between the cluster head and attacking node. Repeat 

the procedure for each round of the cluster and calculate the 

fake signal rate and packet loss. When attacker is found then 

reform the cluster excluding the attacker.  

 

 
Fig 4: fake signaling 

 

VI. CONCLUSION 

 

We have created a network where the base station performs 

the task such as aggregating the data, collecting the data, and 

transmitting data from one cluster to another this is an 

overhead for doing these task each time the algorithm runs in 

order to avoid overhead on base station we make each node to 

perform these tasks which reduces the base station overhead. 

There after we have created a network which identifies the 

intruder based on the profiles and criteria described in the 

intruder profiling and eliminate the node automatically once 

when it is identified as an intruder and rerouting the 

transmission in the network with the original nodes. 
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